


BLE PROTOCOL STACK

| \Physical Layer: contains the analog communication circuitry to modulate and demodulate signals

nch convert the analog signals to digital (figure 1)
\j Link Layer: defines roles, eg. who is master, slave, scanner, advertiser

Device Address: 6 bytes that uniquely identify device among peers (can be registered with IEEE as public address,
preprogrammed, or generated on device)
Advertising and Scanning: when the advertising and scanning channels overlap advertising packet will be received

O

* Two types of packets with one data format for advertising and data (31 byte payload)

® Advertising packets are used to broadcast information and to discover slaves and connect to them
®* Host Controller Interface: standards for communication across serial interface

®* L2CAP: manages SM and ATT and takes large packets from upper layers and breaks them into
manageable 27 byte maximum transmittable size packets
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0000 ADV_IND
0001 ADV_DIRECT_IND
0010 ADV_NONCONN_IND
0011 SCAN_REQ

0100 SCAN_RSP

0101 CONNECT_REQ
0110 ADV_SCAN_IND

Physical Layer Radio Frequency

I Advertising

Figure 1. The Physical Layer Radio Frequencies [1] Figure 2. Advertising Payload [2]



\QENERIC PROFILES — TOP CONTROL LAYERS OF BLE /‘

* \defined by the specification- ensures proper operation between BLE devices from different vendors

e eneric Access Profile (GAP) defines roles, procedures, and modes to allow devices to broadcast data,
/

scover devices, establish connections, manage connections, and security levels, (mandatory for all BLE

O  devices-all must comply) [1] (https: //www.bluetooth.com /specifications /assigned-numbers /generic-access-

profile)

enum at_ble_adv_type_t

GAP Advertising types.
/* Advertisement data */

=static uint8_t adv_data[] = {@xla, Oxff, Oxdc, 0x@0, ©Ox02, ©Ox15, Ox21, Bx8A, AT BLE ADV TYPE UNDIRECTED Connectable undirected.
oxFe, ©ox52, ©@x73, ©xE3, ex4e, oxB3, ©xB4, oxlC, X
AT_BLE_ADV_TYPE _DIRECTED Connectable directed.
ox19, Ox53, Ox24, 0x2C, 0x72, Oxf4, ©xee, oOxbb,
0x00, Ox45, Oxc5}; AT_BLE_ADV_TYPE_SCANNABLE_UNDIRECTED | Scannable undirected.
AT_BLE_ADV_TYPE_NONCONN_UNDIRECTED Non connectable undirected.
/* scan response data */ AT _BLE_ADV_TYPE SCAN_RESPONSE only used in AT_BLE_SCAN_INFO event to signify a scan response
—lstatic uint8_t scan_rsp_data[] = {@x11l, exe7, exlb, @xc5, @xd5, ©@xa5, @x@2, oxee, AT BLE ADV TYPE UNDIRECTED Connectable undirected
0x37, ©xaa, @xe3, Ox11l, Ox2a, Oxdc, Ox80, Oxcd, - =
0x30, 0x57}; AT_BLE_ADV_TYPE_DIRECTED Connectable high duty cycle directed advertising.

AT_BLE_ADV._TYPE_SCANNABLE_UNDIRECTED
AT_BLE_ADV._TYPE_NONCONN_UNDIRECTED
The scan response data packet (above) allows the user to advertise IR ERE T o Abe
an additional 27 bytes that follow the advertising data packet AT_BLE_ADV_TYPE_SCAN_RESPONSE

/* BLE start advertisement */ a . ]
if(at_ble_adv_start(AT_BLE_ADV_TYPE_UNDIRECTED, AT_BLE_ADV_GEN_DISCOVERABLE, NULL, AT_BLE_ADV_FP_ANY,JREIEICICRNCZ R CI g B I N LR S L LI LN

| BEACON_ADV_INTERVAL, BEACON_ADV_TIMEOUT, BEACON_ABSOLUTE_INTERVAL_ADV) != AT_BLE_SUCCESS) (Atmel Software Framework)
{


https://www.bluetooth.com/specifications/assigned-numbers/generic-access-profile)
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NETWORK TOPOLOGY: BROADCASTING

®e000 Sprint F

Back
he two ways a BLE device can communicate: broadcasting or < Bac
1' 68077EBF-287C-1EAF-D851-COA5E9BC8468
onnecrion Name : hiChad&Cody
® both method subject to guidelines established by the Generic Access Rest: -AsdBm - momnmmEeae
Profile (GAP) []] LOCALNAME
®* Connectionless broadcasting is sending data out (one-way) to any hiChad&Cody
chmnmg device (receiver) in listening range picking up the transmitted T
ata.

<0006d6b2 fO05f000>

® An observer scans the preset frequencies for non-connectable
SERVICEUUIDS

OxFFEO
*_connectionless broadcasting: user can send to more than one device,

only 2 advertising payloads, no security, fast, easy to use ISCONNECTABLE
NO

advertising packets

* Figure 4 shows non-connectable advertising packets sent from the
SamlL21 scanned by the BLE Scanner (iPhone App) Show RAW data

Figure 4. BLE Scanner (iPhone App)



\ NETWORK TOPOLOGY: CONNECTION c/

ee0co Sprint F

*\ connection: permanent private data exchange between two devices < Back

68077EBF-287C-1EAF-D851-COASE9BC8468

Name:
ackets, initiates and establishes the exclusive connection (when RSSI: -36dBM 20160424 10:33:40 907

e master/central scans the preset frequencies for connectable

O

suitable), manages timing and initiates periodical data exchanges
ISCONNECTABLE

(once connected, the peripheral stops advertising) [1]
YES

®* Connection allows organization of data into characteristics and
services through additional Generic Attribute Profile (GATT) protocol

SERVICEUUIDS

0x5730CDO0ODC2A11E3AA370002A5D5C51B
®

layers

® Services can have a number of characteristics each with their own Show RAW data

access rights and descriptive metadata [1]

? This also allows for lower use of power because the peripheral does

not need to continually advertise

® (figure 5 128 bit service made available in advertising packet)
Figure 5. Connectable Advertising Packets



\GENERIC PROFILES /TOP LAYERS - (GATT) Gl

< Back Peripheral

*~Generic Attribute Profile (GATT) defines the data exchange model and
procedures that allow devices to discover, read, write, and push data
\l lements between them [1].

Robin

UUID: 68077EBF-287C-1EAF-D851-COASE9BC8468

Connected

List of currently adopted services:

ADVERTISEMENT DATA
O https://developer.bluetooth.org /gatt/services /Pages/ServicesHome.aspx

Yes
Device Is Connectable

* “SIG defined GATT-based profiles provide a predefined set of use-case
profiles, based on GATT, that cover all procedures and data formats required UUID: FFEO

to implement a wide range of specific use cases” [1]. OXFFE]

. " . . Properties: Read Write Notify
® vendors are also allowed to define their own profiles, which can be kept
private to the two peers involved in the use case or be published so that other

parties can implement them [1].

static at_ble uuid_t service_uuid2 = {AT_BLE_UUID 16 ,
{oxe0, o0x18}},;

/* establish peripheral database */

if (at_ble_primary_service_define(&service_uuid2, &service,
NULL, @, NULL, ©) != AT _BLE_SUCCESS)
{

xxxxxxxx-0000-1000-8000-00805F9B34FB DBG_LOG("Failed to define the primary service2™);

}

Log ] PunchThrough

Figure 6. Service and Characteristic
UUIDs of the HM 10 and GATT
name service 0x0018

Bluetooth/Béise ID (N/A to vendor-specific UUIDS



GATT PROFILES (CONTINUED)

ervers contains attributes (characteristics), with a 2 byte attribute handle UUID, permissions, and a value.

*\s
type = service, handle = characteristic)

* \the handle is used to access the value, while the UUID determines the type and nature of data value [1]

/ aracteristics combine user data with metadata (such as properties, user-visible name, units, ect.)

Oe  Attributes also usually contain data (such as sensor data) stored in RAM

characteristics contain descriptors 8-bit bitfield, (along with the additional two bits in the extended properties
descriptor) which contain the operations and procedures that can be used with the characteristic [1].

Permissions: determine whether attribute value can be written to, read, or both (encryption is the security
A2V (oY Qo Tolol=X1 | o] I AT M (s (W= A MM BN / * characteristics definitions */

static at_ble_characteristic_t chars[] = {

{

Heart Rate Service @, /* handle stored here */
{ AT_BLE_UUID 16, {@xE1l, @xFF}}, /* UUID */
W B WS AT_BLE_CHAR_READ | AT_BLE_CHAR_WRITE_WITHOUT_RESPONSE | AT_BLE_CHAR_NOTIFY, /* Properties */
I‘ v | i READ 1 { ] (uint8_t *)"charl”, sizeof("charl™), 100, /* value */
. e . AT_BLE_ATTR_READABLE_NO_AUTHN_NO_AUTHR | AT_BLE_ATTR_WRITABLE_NO_AUTHN_NO_AUTHR, /* permissions */
0x0024 READ NOT|0X0027[HRM

EEEes = oo

xxxxxxxxxxxxxxx

NULL, @, @, /* user defined name */
0x0027 NONE bpm : NULL, /* presentation format */

‘ AT _BLE_ATTR_NO_PERMISSIONS,
| Dol B boclld Mool AT_BLE_ATTR_NO_PERMISSIONS,
,JL-’ SeecccesecaEEs = = -ZooIT - AT_BLE_ATTR_NO_PERMISSIONS,

| 9,0,8, /* Handles */

*See "Advanced Attribute Concepts” and “Service and Characteristic Discovery Features” in text

s

1
Figure/7. Example of HR Service Characteristic Relationship [1]



11:50 AM ©0000 Sprint = 12:07 PM

; W) eeeco Sprint &

A

Robin -

Devices Discovered: [ [X] [Peripheral(0) Robin]

UUID: 68077EBF-287C-1EAF-D851-COA5E9BC8468

Connected il

———
ADVERTISEMENT DA Disconnect

UUID: FFEO

OxFFET
Propertl

anging the “value” in t

. Bluetooth LE Configuration
penphera' Timed out while scanning for nearby devices. Please confirm that your robot is powered on.

——
Done

racteristic definition allows

user to send custom data

- orient: default, wd: 750, ht: 1334
- Phone battery level detection is supported

- Device motion is supported

-- Geolocation service s supported

- Bluetooth LE device status: on

- Bluetooth LE starting scan for nearby compatible peripherals
- Bluetooth LE peripheral discovered (Robin, 68077EBF-287G-1EAF-DB51-GOASESBCE468)
- Bluetooth LE connecting to peripheral

- Bluetooth LE peripheral connected (68077EBF-287C-1EAF-D851-COASEIBCB468)
~ Bluetooth LE discovering peripheral services

~ Bluetooth LE peripheral services discovered: 1

1° FFEO

~ Bluetooth LE discovering peripheral characteristics
-~ Bluetooth LE peripheral characteristics discovered: 1

FFEO 1
FFE1

perms(0):

props(3): read, writeWithoutResponse, natify

-~ Bluetooth LE subscribing
- Bluetooth LE subscribed to neripheral (RR077ERF-2R7C-1FAF-DA51-COASFARCA46E)

~ Meu appears o be come-Please choose a control mode.

- Meu may be disconnected. o i< overoLe.

% Remote Control

Community

?
@ Peer to Peer

Bluetooth LE connection succeeded

\ Figure 8. Arxterra Connection



ISSI 1S25LD020-JNLE 2Mb flash. By default the flash is connected to the SPI Master/Slave interface of
the ATBTLC1000 module, which is also connected to the Xplained Pro extension header.

.3.1.  External Flash
1 ATBTLC1000 Xplained Pro provides a footprint for an external flash (U103), the design is tested with an

The SPI Flash master interface of the ATBTLC1000 can also be used to control the external flash by
reconfiguring the jumper straps (J109-J112) as below.

See “SAM L21E / SAM
L21G / SAM L21J External flash Configuration 1: ATBTLC1000 SPIO peripheral connected (default)

Short straps J109, J110, J111, and J112

DATASHEET Open straps J113, J114, J115, and J116
COMPLETE” [3] External flash Configuration 2: ATBTLC1000 SPI flash peripheral connected

Short straps J113, J114, J115, and J116

Open straps J109, J110, J111, and J112

Refer to Design Documentation and the ATBTLC1000-MR110CA datasheet for further reference.

Table 5-5 External Flash Pin Configuration

External flash Configuration 1, ATBTLC1000 Configuration 2, ATBTLC1000 signals
signals

Pin Function i Function
LP_GPIO_12 SPIO_SSN LP_GPIO_16 SPI Flash SSN
LP_GPIO_13 SPIO_MISO LP_GPIO_18 SPI Flash RxD

_m_ LP_GPIO_11  SPI0_MOSI LP_GPIO_3 SPI Flash TxD
-m LP_GPIO_10 SPI0_SCK _ LP_GPIO 2 SPI Flash SCK




3. SAML21 Comp

( http:/ /www.atmel.com /devices /ATSAML21J18B.aspx
@



